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To UAIKO auTé atroTeAei kKatoxupwuévn TTveuparTikr 1d1okTnoia TnG Cyber Noesis |.K.E. kai rpoopileTail
QTTOKAEIOTIKA VIO TOUC OKOTTOUG TOU EKTTAIOEUTIKOU TTPOYPAMMATOC Yia TNV « Tpdtrela Eurobank Avwvuun ETaipgia»
oTo TTAaiolo Tou online workshop e Béua «Cyber Security: Tdoeic & NEe¢ atTeIAéC» TO OTTOIO UAOTTOIEITAI OTO
TTAQiolo Tou TTpoypauparog “Digital Academy for Business”.

OT1T0IadATTOTE ATTOTTEIPA AVTIVPAPNC EITE TUNMATIKA €iTE CUVOAIKA, avaTtrapaywyng UE OTTOIOdNTTOTE HECO KAl

VEVIKOTEPQ d1ABEONC N XPONS AUTOU EKTOC TNG TTAPAXWPOUMEVNC AdEIOC EKMETAANEUONC TOU UAIKOU BEwpEiTal WG
ATTOTTEIPA KAOTTAC TIVEUMATIKOU £PYOU KOl TIHWEEITAI KATA TIC dIaTACEIC TOU V.2121/93 w¢ 10X UEL.

% Cyber Noesis 2



Mepiexopeva

TOYXPOVEG ATTEIAEG &
Npaypartika MepioTatika

EmBcoec kal MNoakTIKES
AVTIUETWTTIONG

Cyber Security Quick Wins

> [MWC va TPooTATELOW TNV £TTIXEIPNON &

# Cyber Noesis @2023

TOLC epyalopevoug ato KuRepvoeTTIBETEIG.



WEF: Global Risks ...

FIGURE 1.1 Currently manifesting risks
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ToTtrol & Kivntpa ETITIOEPEVWY
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https://www.enisa.europa.eu/publications/enisa-threat-landscape-2023
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https://www.enisa.europa.eu/news/cybersecurity-threats-fast-forward-2030

FOOD
DEFENCE 114 (2%) §7(1%)

ALL 182 (4%)

PUBLIC ADMIN 991 (19%)
RETAIL 187 (4%)

ENERGY 190 (4%)

MEDIA/ENTERTAINMENT
228 (4%)

Targeted seCtors EDUCATION/RESEARCH
per number of

TARGETED INDIVIDUALS
568 (11%)

Incidents
(July 2022 - June 2023)

SERVICES 263 (5%) —

BANKING/FINANCE 299 (6%) — HEALTH 406 (8%)

DIGITAL SERVICE PROVIDER 304 (6%) — DIGITAL INFASTRUCTURE 348 (7%)

TRANSPORT 319 (6%) MANUFACTURING 339 (7%)




Motivation of
threat actors per
threat category

(July 2022 - June 2023)

MOTIVATION

PRIME THREATS
® DATA

@ DDo5
» INFORMATION MANIPULATION
© MALWARE
® RANSOMWARE

SOCIAL ENGINEERING
© SUPPLY CHAIN ATTACK
© WEB THREATS




IOTW: Ransomware gang steals 1.3TB of data from Ss b re Q

- Sabre
NpayuaTiKa Gensomuar g Dungil ek posted s f e 2723 MGM Resorts Computers Back Up After 10 Days as
Analysts Eye Effects of Casino Cyberattacks

r
Ransomware gang Dunghill Leak has claimed responsibility for a
£ p I GTG T I Kq cyber attack against travel booking company Sabre. MGM Resorts brought its computer systems back online on September 20th after ransomware disrupted operations for 10 days.

2023

Dunghill claimed in a post on its dark web data leaks site that it had
stolen 1.3 terabytes of data from Sabre. including corporate financial
information. passenger turnover and ticket sales data and personal
employee information

|IOTW/: Microsoft SAS misconfiguration causes 38TB¢
data leak

The leak was caused by an “overly-permissive” SAS token
being included in a storage URL

o . = Technology company Microsoft has revealed that it suffered a data MGM Resorts brought to an end a 10-day computer shutdown prompted by efforts to
leak in July 2020 which exposed 38 terabytes of private employee shield from a cyberattack data including hotel reservations and credit card processing,
data the casino giant said Wednesday, as analysts and academics measured the effects of
News of the leak was made public via a blog post on September 18. In the event. Q
it. Microsoft explained that the leak was caused by a software

misconfiguration

X-based NFT phishing attack causes losses of over

Ransomware gang steals 6.8TB of data from Save
The Children

$691,000
The Char[ty has had financial, medical and health data stolen in Malicious actors targeted Ethereum co-founder, Vitalik Buterin,
the cyber attack to spread the phishing attack

M Add bookmark

p Ransomware gang BianLian has claimed responsibility for a cyber

attack against nonprofit Save The Children International. A phishing attack has led to the loss of over US$691.000 following the
compromise of the X (formerly Twitter) account of co-founder of
decentralized blockchain Ethereum and cryptocurrency Ether. Vitalik

Buterin.

The ransomware gang has been active since June 2022, and primarily
targets critical infrastructure and healthcare organizations. In previous
attacks, BianLian has extorted these organziations for their data.

The hack was discovered on September g. following suspicious
activity on Buterin's X account. After compromising Buterin's account.
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MepioTatika Ao@daAeiag otnv EAAGda 1/2

# Cyber Noesis

KuBepvoeniOson otov AEZ®DA: Z10
dark web £Byalav kpiciga apxeia ol
ekBlaocTég xakep

Asv £XOUE KApia ENIKOIVGVIA HE TOUG Xdkep, Aéve and Tov AEZMA,

exkppaZovrag npoBAnuatiopd yia Tnv npwtogavr unéBson ekBiacpou - AsiTe
£yypaga nou avrjptTnoav - AyvwoTo To avrdhaypa nou Znrouv ol xdkep
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Greetings!
For everyone who was waiting for the news - here they are!

Unfortunately DESFA company didn't pay any attention on the possible risk of data
leakage.

So, as we promised today we are publishing the full Data which were downloaded from
DESFA network.

We always keep our word and since management of this company didn't contact us or
even made any public claims, it's clear for us that they doesn't care about information

or network security.

We believe that everyone who treats this firm one way or another should hold them
accountable and join the class actions against DESFA to make them take all the

responsibility for such an issue.

They had all the chances to avoid leak and to fix the holes in security perimeter but the
didn't.

Well, according to our rules we can't keep silence about the negligence and

irresponsibility when it comes to information privacy and network security.

As always, we are saying: Those organizations who collecting and storing private data,

should be in charge of it's privacy.

Below you can find the link with all the sensitive Data:

DOWNLOAD
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ANNOUNCEMENT-Tuesday, March 22nd, 2022

A Register # Login @ Login with eIDAS ﬁ!E

A—%

——
EATA Tuesday, March 22, 2022
Hellanic Post Home | Company = ELTA Locations :

As part of providing the public and its customers with continuous and responsible
= Company » Press Office » Press Releases

information, the Hellenic Post hereby announces that the competent IT services, in
cooperation with the expert partners in IT Security, are working 24/7 to fully restore the

Press Release 21.03.2022 Cyberattack against the Hellenic
= History Post

= Calculate Postage

= Find a Postcode

» Find ELTA Locations
= Find a PO Box

IT systems and to resume the secure network operation.

= Public Company Mission
» Organizational Structure

= Board of Directors
Committees

= Infrastucture
= Press Office

+ Press Releases

» Philately Announcements
= European Projects

= Subsidiaries and
Cooperators

=+ Quality Of Service

- Financial Statements
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Thursday, March 31, 2022

Last night, 2 cyberattack on the Hellenic Post's IT systems took place, by means of
malware. The immediate response and actions by the competent service operations have
limited the attack’s extension and prevented it from spreading. We immediately informed
and are cooperating closely with all the other competent government authorities, as well
as with IT companies specializing in cybersecurity.

For reasons of preventions and security, and until all the necessary actions are completed,
it has been decided to isolate the company's overzall Data Center As a result, we are
announcing the temporary suspension of operation for the commerdial IT system in all the
Hellenic Post’s branches; |ater during the day, there will be a further 2nnouncement to the
public and our customers.

The Hellenic Post would like to apologize for the temporary trouble caused by the actions
of common cybercrimingls and to assure you that we are making every possible effort to
return to normality shortly,

Return @

B supre EwE

» Track An Ttem

e-shop&

Track & trace

[ PP123456785GR

Track your delivery

It has been determined that the targeted cyberattack that was aiming at coding the
crucial systems for the Hellenic Post's business operation started from a zero-day
malware, which was installed on a work station and, using the https reverse shell
technigue, connected to an IT system controlled by a group of cybercriminals.

In order to resolve this technically difficult project, more than 2500 terminal systems are
being examined for IT security reasons, while agents programs are also being installed.
This aims at the immediate reoperation of the commerdial IT system, the security of all
the data and the faster restoration of operations in the Hellenic Post branches.

It is noted that, today, Tuesday, March 22nd, post and parcels will be delivered normally,
but the Hellenic Post branches will not pay bills, send post or carry out financial services.
However, all these services, except for the financial services, will be served normally by
the Hellenic Post Courier, since this event is note related to its operation.

The Hellenic Post would like once more to ask for the pubic and its customers’
understanding as regards any trouble they may suffer due to the targeted malicious
attack by common cybercriminals, and it will provide responsible information on the
progress in restoring the problem.

Return @J
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of Data Breaches
are due to Human Element

with people being involved
via Error, Privilege Misuse,
Use of stolen credentials or Social Engineering.

Verizon’s 2023 Data Breaches
Investigations Report




NMwc¢ Asitoupyouv ol E¢eAiyuéveg 2uyxpoveg EmOEceg...

© To Cyber Kill Chain framework cival pépoc Tou Intelligence Driven Defense model yia tnv
TQUTOTTOINON KaIl TTPOANWN KOKOBOUAWY dpaoTnPIOTATWY OTOV KUBEPVOXWPO.

© To povTtéAo auto TTpoadIopilel Ta OTADIA TTOU OAOKANPWVOUYV Ol ETTITIOEUEVOI VIO VA ETTITUXOUV TOV
OTOXO TOUG

————————————————————————————
——————————————————————————————————
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Eidn EmOcoewyv Koivwvikng Mnxavikng

EmmBEuevol Ba tTpooTtrabricouv
Va MOG XEIPAYWYNOOuV Kal va
EKMETOAANEUTOUV TNV AMEAEIA, TNV
ayvolia 1 Tnv KaAoouvn Hag,
TIPOKEINEVOU VA ATTOOTTACOUV
TTANPOYOPIEG.

# Cyber Noesis
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Phishing - HAEKTPOVIKG
"wapepa" péow email

>

Smishing - H)\skTpovn«')
"Yapepa" pEow SMS

/

e &
Pretexting - Xprion
AAnBogavoug 2evapiou

Baiting — Xprijon

ACAWPATWY

19

L o
Vishing - "¥Yapeuea’, pEow
TNAEQWVIKNG KANGCNG

ik .
Tailgating - Puoikn)
Mapouaia




210010 ETrIff0cwv Kolvwvikng Mnxavikng

Anpioupyia oxéong EUTTIIOTOGUVNG ® — EkpeT@AAeUoN
(Establish Relationship) @ (Exploitation)

2 UA\oyR TTAnpo@opIiwv

(Information Gathering) o

@@ ExTéAeon
= (Execution)
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Smishing Attack Timeline

3. New Bank Wallet

7. Unauthorized Installation Request

Transactions I__Q_,

6. Permit Bank Wallet —  —  S—
O 0 C

Installation in new Mobile —

4. New Bank Wallet

Authorization
Request
2. Steal Credentials
0. Data Collection Fake e-banking , username
site < password
kKK 5. Unintentional New

To Mak€To oag PTaveL avplo

Bank Wallet
Ba B&Aape va oag EVNUEPWOCUPE 0TI AdBape Ta oTolXELD amooToAAg oag yua o I t I I t-
nakéto UPS UPS#90355196 kal Ba nap: i oTa EMAnvikd dpopeia oTnv ns a a Ion
ABfva yia eBvikn tapadoon avpio. Authorization

To &&pa oag 8a anoBnkeuTel aTo KENTPO AIAAOMHE AGHNON péxpt va

emBePalLICETE Ta OTOLKEL oag

L. Contact &

.
AdBete undyn oTL ExeTe povo 3 nuépec buwpedv anodKevang KAt oTn CUVEXELD Te m ptat I 0 n

BaypewdEiTE e eTumALov 1,99 € yia kd8e NuEpa ano8RKevoT .

Me extipnen,
EATA
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Triple Extortion...

s s

Egaywyn
Oedouévv

Tactic #1

5’ Trlple Extortion

- Phishing Email ) ) ) ExkBiaouog
- Brute Force Epeuva otéxou @l 2Toxotroinon / EioBoAr oTa E¢dmAwon el
- Exploit Vulnerability opyaviopou/ AR GUGTAUATA kakoBouAou _

F £pYOOHEVWV dleioduon AOYIGHIKOU Tactic #3

Kputrtoypdonon
Aedopévwv

. Tactic #2

Customers
/ Partners

EmiBeon

4-*"@ Vi

1‘ INTERNE

24
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Brute-force Attack (rapdadsiypa)

2. Trying
Combinations

12345! dog name <
. R
password123| birthday —»
qgwerty familyname ~ """ """ 77
football address
1. Guess of
( E N username and
\ / Password
@) Combinations
0.Data  TT--~--o_____
Collecton ~  "TTT=e=-~o_

4. Attempt to access
multiple online services
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Data Breach — Stolen Credentials

v/ A

§ - g @
Vi mram Fi o -

0,
[STEP ) Unauthorized access is gained to Vi == i o

the company’s systems. Vi ~ Vi
/| II Vi
The attacker is conducting
(STEP S research about the victims. @ Company

@ user@company.com
kkkkhkkhihd

DD

User requests to create a
) H STEP1
0. Employee has access on company’s systems. personal account on an e-shop.

STEP 3) The attacker has targeted the e-shop. em

user@company.com
password

Attacker -l = -l &= -l
(STEP4) "he e-shop suffers a major data breach .!STEPZ) User uses company &

which results in password leaking. credentials for registration.
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Kwodikoi Npoofaong




BAEITETE TOV
KwolIko cacg?

123456

123123

192w3e4r

sunshine

25 most common passwords of 2023

123456789 qwerty password

192w3e 12345678 111111

abc123 password1

000000 qwerty123 zag12wsx

princess letmein 654321

1234567890

iloveyou

dragon




NMwg diappEouv o1 KWOIKOI TTPOCRAONGS

=
A m
Password: .
2 A

gwerty ‘
KMot} Bdoewyv & EukoAa rpoBAéyipol! ATTWAEIO XEIPOYPAPWV AlQuoIpaONOC UE
OlAUOIPACHOG OTO IVTEPVET! (BNUOCIOTTOINUEVEG TTANPOPOPIES) ONUEIWTEWV! TPiTOUC (éuTTIOTOUG;)!

O D
______ 2345 oz o
'm-n_____ — ' w A
o ) . Mn ac@aAfic aTroBrKeuon 2Uv0eon o€
— P_hISh'_ng__E_aﬂ N il (Excel, Notepad, Browser) Hn eTTIoTa GiKTUA.
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[Tou atToBnKeUOUE
TOUC KWOIKOUC UOC;




Video
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Aduvapol VS loxupoi Kwodikoi lNpoocaong

1. ZuveXxopeva .
) . 2. MELOVWHEVEC
YPOaupaTa n AE€eLC © 1234, 1111, 12345678, 123123, 987654321, aaaa,

apépol qwerty, asdfghk, %"&*()

love, password, google, letmein, login

Aduvapot

: Giannis1, @ntOn1$
KwOLKoL @

Huepounvia yévvnong, yauou, nAikia, TNAEQWVIKOG
aApIOUOG, ovOUATa CUYYEVWY N QIAWV
3. Zxetilovton pe
TO Gvoua 1) TO
username

4.'EXouv oxéon Ue
TO TTPOGWTTO OLC

# Cyber Noesis



Aduvapuol VS loyxupoi Kwodikoi Npocaong

Xprion Mwpwv Kat
Kedpoalaiwv
XapoKtipwv

XpRon TouAayxitotov
12 yopaktRApwv

loxupol

KwoLKol

Xprion dtadoxikwv
KN OXETW{OUEVWV
AE€ewv

Xprion AplOpwv,
ZUMBOAWY,

Znuelwv Ztifng (Passphrases)

# Cyber Noesis ©2023

“Tu@Vk# _LZ"
o 8 xapaktipeg, 4 eBOOUAdEC yIa va OTTACEI

“‘qv!8Zvkl@48FG*”

o 14 XapoKTAPEG, OV OTTAEI TTPAKTIKA TTOTE

“alogospitipinakas940@”
o 20 XapoKTAPES, aKOUA TTI0 OUOKOAO va OTTACEI
O  €UKOAO va Toug BuuduaoTe

/@ TakTik) AAAay Kwdikwyv \

Tpatrelika 1d0pupaTa (KGBe 3 1] 6 prveg)
KpaTikég utTnpeaieg (KABE 6 prVeg)
YTtrohoyioTr (KGBe 6 prveg)

O O O O

YTtroyia diappong



TIME IT TAKES FOR A HACKER
TO CRACK YOUR PASSWORD

Number of
Characters

Numbers, Upper Numbers, Upper

Numbers Lowercase Upper and
Only S Lowercase Lefters and Lowercase and Lowercase
LeHers Letters, Symbols
Instantly Instantly Instantly Instantly Instantly
Instantly Instantly Instantly Instantly Instantly
In Instantly Instantly 1 sec 5 secs
In Instantly 25 secs 1 min 6 mins
In secs 22 mins 1 hour 8 hours
In min 19 S
In min
2 secs
2
4
6

- 100 in years




2uvoyilovTag ...

Acwalng AmoOnkeuon Evepyomoinon Eibomoinoewy
XpNOIOTIOLEITE EQPAPUOYN EVEPYOTIOIEIOTE TNV ATIOGTOAN
password manager yla Tnv €160TIOINCEWY Y10 VEEG OUVOEDEIG KAl
® aoWaAr amodnkevaon Kal ) ONUAVTIKEG EVNUEPWOEIG OTOUG o
dlaxeipion. Aoyoplaopolg oag.

A\

., e

loxupoi Kwdikoi AuvBevTikomroinan MFA NMpocekTikn Mepuynon

XPNOIUOTIOLEITE 1OXUPOUG Kal EvepyoToIfoTe ortou eival NO EAEYXETE TIPOOEKTIKA TIG OEAISEG
HOVOSIKOUG KWwdIKOUG PEYAAN SuvaTd TNV auBevTIKOTIOINGN oTIG omtoieg ouvdeeaTe (évdelfn

1TO7\UT[7'\OK(')Tr’|TO( (ur']|'<og TOAGV Tapay6vTwy (MFA, 2FA). HTTPS) Kkat va u'r]v 6l(X|.l0lp('XZ€;10T£
XOPaKTApWY, apidpoi Kal Toug KW8IKOUG 00G 08 Kapia

oUpBOAQ). ( ° ,‘ , ’ . ’ mepinmTwon.
\ i | Dev HOIPATOHOOTE |
Xpnowpomotope TOU KwSIKOUG pag AAAGToupe
SiapopeTikoUg HETPITOUG TAKTIKG TOUG
KwIKoUG. (ayvwotoug add KWwIKOUG pHag.

FORGET!

KOl EUTIOTOUG).
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Ac@paAncg E¢’
AtTooTaceWwG Epyaocia



Aoc@aAng E¢ AtTrootdoswg Epyacia

[Mou ouvdedPaOTE;

T1 EEOTTAIOUO XPNOIKOTIOIOULE;

[Mwg diapoipalopaaTe TTANPOYOPIEG;
[MepinyoupaoTe 01O dIADIKTUO EAEUBEPQ;

y Lo el

[Tou atroBnkevouue Tn OOUAEIA UOG;
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ATTEIAEG OTNV €& atToOTACEWCS epyaoia (Work from home)

KaBwg¢ n €€ ammooTtacews epyaoiag yiverar 6Ao kai o diadedopeEvn, gival atToAUTWS avaykaio va AngBouv
UTTOWNV 01 ATTEIAEG TTOU TTARTTOUV TOV XWPEO AUTO.

MOavr) xprion TTPOCWTTIKOU UTTOAOYIOTA KAl TO AVTIOTPOPO
2.0v0eon oTo JIKTUO TNG ETAIPEIAC ATTO N ACPAAr) OUCKEUN.

20vdeon oe un AoeaAn Aiktua

B W N =

KakoBouleg Evépyeieg - TTpakTIKES (TT.X. uN ao@aAr TTEPIyYNon oTo internet)

# Cyber Noesis 38



AIKTUOKAN ACQ@AAEIO OTO ZTTITI

Aoc@aAioTe TO OIKIOKO 0a¢ OiKTUO:

 AMALTE TO TIPOETTIAEYUEVO OVOpa XPNAOTH, TOV
KwOIKO TTpooBaong Kal TO OVOMO TOU OIKIOKOU
oikTUuou (SSID).

e XPNOIYOTTIOINCOTE 10XUPN KPUTITOypApnon, OTTwG
WPA2 (unv xpnoiuotrolcite Troté WEP).

¢ OpioTe 1I0XUPOUG KWOIIKOUG TTpdéoRaong yia TIC
OUCOKEUEG OUVOEDNG.

« Xpnoigotroiote €va VPN yia Tpéo0eTn ac@aAcia.

# Cyber Noesis 39



VPN

L ]
| —"'
Secure connection |

to VPN —

* AnMioupyei yia ac@ain kai
KPUTTITOYypa@nuévn cuvoeon YETALU
€VOG UTTOAOYIOTN 1] EvOG smartphone
ME €vav dlakouioT oTo AladikTuo.

A
A

VPN
(Masks user’s IP address)

Internet

» Orav xpnoiuotroicite éva VPN, 6An n
OIKTUOKI Oag Kivnon TTnyaivel yéoa
atrd auth TNV ao@aAr} cuvoeon,
KPUTTTOYPAQPWVTAG Ta OEQOPEVA TTOU
avtaAAdooeTe pe 10 AladikTUO.

Hacker
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Work from home Diagram

a4
[1-
A\

i
VPN Tunnel )

Network
Access Server

Home Office Main Office
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What about Deepfakes ...

Hot Impersonation Using Artificial Intelligence

* In 2019, hackers used highly advanced Al software to
impersonate an executive’s voice and made off with €220,000.

« Al was used to mimic a C-Suite boss at a German company
who made a call to subsidiary’s UK CEO.

* The recipient didn’t suspect when the German exec (his boss)
requested to make the urgent payment to a supplier.

« The UK CEO recognized “his boss's slight German accent
and the melody of his voice on the phone’.

Nowadays ...

Many of the most convincing deepfake cases have been created with the
help of impersonators that mimic the source’s voice and gestures...

# Cyber Noesis 44



Mnv treite TToTE
"Agv Ba cupuPei og peva”

2uveIdnToTToINOTE OTI €i0TE £VOGg
EAKUOTIKOG OTOXOG YIO TOUG XAKEPG.

"'\ \
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Cyber Security Tips yia Tov atmrAo xpnorn...

v/

AlaTnprioTe TO AOYIOMIKO
00G EVNUEPWHEVO.

h\ “ ’
Na €ioTe TTavTa
TIPOOEKTIKOI OTAV KAVETE
KAIK O€ OUVNUUEVa
OUVOEOHNOUG OTO

NAEKTPOVIKO
TaxudpouEio.

# Cyber Noesis

XpNOIYOTTOINOTE
antivirus o€ OAeg TIg
OUOKEUEG 0QG.

AnuioupynoTe
avTiypag@a ac@aAegiag
TWV 0EDOPEVWIV 0QG
TOKTIKA.

N @)

& XpNOIYOTTOINOTE £Va
IOXUPO HEIYHa

Mnv cuvdéeaTe o€ un XOPOKTPWV.

EUTTIOTA KAl AVOIXTA .
Siktua Wi-Fi. Mnv XpNOIUOTIOIEITE TOV
id10 KWdIKS TTPdoRACNS

yia TTOAAOUG I0TOTOTTOUG.

o

Na €ioTe 1I01aiTepa
TTPOCEKTIKOI ME
OTTOIAOATTIOTE CUOKEUN
OUVOEETE OTOV
UTTOAOYIOTH OQG.

Na €i0TE TTPOOEKTIKOI E
TA HECQ KOIVWVIKNG
dIKTUWONG (social
media).

Mnv a@nVveTe TIG
OUOKEUEG 0aG
EKTEDEIPEVEG.

L.,—(Es

—_—— o
TN r

TAY)

Na €ioTe TTOAU
TTPOOEKTIKOI OTAV
KATTOI0G TTPOO0TTO0EI va
QTTOKTACEI EUQIoONTEC
TTANPOYOPIEG ATTO E0AG
MEOW TNG XEIPAYWYNONG.




Ti Mp&trel Na Kavw Av MNMéow Ouupa HAekTpovikKNG ATTATNG

Oa TTPETTEI VA KATAYYEIAETE TO TTEPIOTATIKO ATTATNG:

e OTO TTANCIEOTEPO O€ E0AGC AOTUVOUIKO TUAHUA N
« 01 A1g0Buvon Aiwgng HAekTpovikoU
EVK)\npaTog (AIAHE) tn¢ EAAnVIKNAG AoTuvouiag
TnAépwvo : 11188
 Email: ccu@cybercrimeunit.gov.gr
* MEOWw TOU portal otn dievuBuvon:
https://goo.gl/vOHdVb
(https://www.gov.gr/org/astynomia/kataggelies)
« Fax: 213-1527471
* Taxudpopikn dieuBuvaon: A. AAecavopag 173,
T.K. 11522, ABrva
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Mepiexopeva

YOYXPOVEC ATTEINEC &
[NoayuaTika MNepIoTATIKO

EmBcoec kal MNoakTIKES
AVTIUETWTTIONG

Cyber Security Quick Wins

> [MWC va TPooTATELOW TNV £TTIXEIPNON &

# Cyber Noesis @2023

TOLC epyalopevoug ato KuRepvoeTTIBETEIG.



Cyber Security Tips yia Mikpoueoaieg ETixeipnoeig

¥ x
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} enisa L33
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* * )R CYBERSECURITY

Baaoikoi Tougic TS KUBEPVOAOPAAEIAC VIA TIC MIKPOUECQIEC ETTIXEIPAOEIC

A L

People

S |

CYBERSECURITY
FOR SMES

Challenges and Recommendations

https.//www.enisa.europa.eu/pbublications/enisa-report-cybersecurity-for-smes

JUNE 2021
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AppodiéTnTa
NMpooAyeig
Epyalopévwv

EvaiocOnrotroinon
Epyalopévwv

Extraideuon
Cybersecurity

MoAITIkEG
Cybersecurity
Alaxeipion Tpitwv
MEAWV
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[MpéTTel va oploToUv pOAol Kal appodIOTNTEC OXETIKA PJE TNV ACPAAEIQ TTANPOPOPIWV.
To oUvoAO TOU TTPOCWTTIKOU YPOTITH TTPETTEI VA £XEI DIABACEl, KATAVONOEl KAl ATTOOEXTEI TNV TTOMITIKN
A0@AAEIOG TTANPOYPOPIWV.

OAol o1 XproTEG TWV CUCTAMATA TTPETTEI VO AAPBAVOUV TAKTIKNA EKTTAIOEUON OXETIKA UE TIC EUBUVEC
ao@aAgiag, KaBwe Kal ToV TPOTTO AvAyVWPIoNS KAl AVTIMETWITTIONS TTOIKIAWY ATTEIAWY A0QPAAEIOG.
Mpétrel va emBePalwveTal OTI OAO TO TTPOCWTTIKO YVWPICEI KAl €XEI TIPOOBACN OTA ONUEIa ETTAPNS KAl
TA KAVAAIQ ETTIKOIVWVIAG YIa Ta BEpaTa ao@AAEIaS TTANPOPOPIWV.

Ta YEAN TOU TTPOCWTTIKOU PE CUYKEKPIUEVEG EUBUVEC AOPAAEIOG TTPETTEI VA AaUBAvVOUV KATAAANAN
KQI TAKTIKA EKTTAI®EUON YIA VO UTTOOTNPICOUV TOV POAO TOUG.

H TTOANITIKA) ao@aAEiag, Ye TIC OXETIKEG OIADIKATIES AEITOUPYIOC, TTPETTEI VA TTPOBAAAETAI KAl VA
UTTOOTNPICETAI ATTO TA AVWTEPA OTEAEXN TNG dloiknonG.

H TpooBacn TpiTwv O€ EUTTIOTEUTIKES KaI/f] EVaioBNTEC TTANPOPOPIEC TTPETTEI VO EEOUCIODOTEITAI ATTO
TNV avwTePN d10iKNON, KAl EPOCOV £€XOUV UTTOYPA@EI Ta KATAAANAQ EVTUTIA EUTTIOTEUTIKOTNTOG.
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‘EAgyyol Ta kpioiya cuoTApara, 6tTTwe Firewalls kal dpopoAoyntéc (Routers) TTpETTEl va EAEyXOVTAl TAKTIKA YiA
TPWTA onpeia.
O1 uTTOAOYIOTEG TTPETTEI VO EAEYXOVTAI VIO QVTiVyPA@A TTAPAVONOU AOYIOMIKOU.

2XEOI00UMOG Kal  [1pETtrel va uttdpxouv Tekpnplwpéva (kar va dokiyalovTal TakTIKA) MNMAdGva AvtiyeTwriong lMNepioTaTikwy

OVTIMETWITION Aoc@AAEIag, e caPwe KaBopliopEvoug pOAoUC Kal eUBUVEC, WOTE va dIac@PAAIOTEI OTI N ETAIPEIA YUTTOPEI VA

TTEPICTATIKWYV QAVTATTOKPIOEI O€ TUXOV TTAPABIACEISC A0PAAEIAG, OTTWG £TTIOEON 10U, ATTATN, QUOIKEG KATAOTPOYEG (TTX.
[Mupkayid) KATT.

Kwdikoi [Mpétrel va kaBopioTei kal va epappoleTal loxupr MNoAimikiy Xpriong Kwdikwyv Mpoéopaong (1Tx. eTavagopd
NMpéocBaong OAWV TWV TTPOETTIAEYMEVWV KWOIKWYV TTPOCRACNS 0 OAQ TO CUCTAMATA ATTO TOUG TTPOETTIAEYHEVOUG
KWOIKOUG TTPOCBAcNG TTOU £XEI EYKATAOTACEI O TTPOUNBEUTHG KAl XPron oUVOETWY KWAIKWY TTpOoRaong)

Evnuepwuéveg [MpéTTel va UTTAPXEI MNXAVIOWOG TToU VA dIac@aAilel OTI Ol KPICIUEG EVNUEPWOEIS a0PAAEIaC (security

ekdO0oEIg updates) e@appdlovTtal oTa TTANPOPOPIAKA CUCTANATA EYKAIPWGS KAl EAEYXOMEVQ.

AoyiouIKOoU

MpooTtacia 2.€ TTANPOYOPIaKA cuoThuaTa Kal BAcelg dedopéEvwy TTou atrobnkeuouv AsdouEva MNpoowTTikou
Aedopévwv XAPaKTNPA TTPETTEI va eQappolovTal KATAAANAQ HETPpa TTPpOCTACIAG Yia TN d1I00@AAIcN TNG CUUNOPPWONG

ME PUBUIOTIKEG KAl VOMIKES aTtralThoelg 0TTws 0 GDPR 1n¢ EE.
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Ac@dAcia
AiIKTUOU

Anti-Virus

Kputrtoypdagnon

NMapakoAoudnon
Aoc@dAciag
®uoiki
Ac@aAsia

AvTtiypaga
Ac@aAsgiag

* *
* *

O1 e€WTEPIKEC OUVOEDEIC, TTX 0TO AIQDIKTUO, TTPETTEI VA €ival EEOUCIOOOTNHUEVES ATTO TA AVWTEPA OTEAEXN KAl VA
gival KaTAAANAa TTpooTaTeUPEVES (TTX ME Xprion firewall).

2’ OAa TO CUCTAPATA UTTOAOYIOTWYV TTPETTEI VA £XEI EYKATAOTOOEI KAl va €ival KEVNUEPWHEVO» AOYIOUIKO
TTPOCTACIAC ATTO 10UG.

O1 XpAOTEC TTPETTEI VA EKTTAIOEUTOUV OXETIKA PE TOV TPOTTO AVAYVWPIONGS KAl AVTIMETWTTIONS UTTOTITWYV
MNVUUATWY NAEKTPOVIKOU TaXUDPOMEIOU I apXEiWV TTOU EVOEXETAI VA TTEPIEXOUV I0UG UTTOAOYIOTWV.

OAe¢ o1 oUOKeUEC TTOU aTToBnNKEUOUV dedOUEVA TTPETTEI VA €XOUV TTARPN KPUTTTOYpA@non dioKou.
[MpétTel va yiveTal Xprion €IKOVIKWYV IDIWTIKWY OIKTUWYV (VPNs) KaTtd Tn ouvdeon JECW PN EUTTIOTWYV OIKTUWV
(trX. Internet).

[MpétTel va yiveTal TTapakoAouBnon Twy apxeiwv kataypa®ng (log files) OAwv Twv KpioIuwy ocuoTNUATWY
QOQAAEIAC yIa TOV EYKAIPO EVTOTTIONO TTIBAVWYV TTapARIACEWV aOPAAEINC.

OAol o1 kpioipol TTopol TTANPOYOPIKAG, OTTWG file servers, TTPETTEl va BpiokovTal 0€ ao@AAr TTEPIOXT TTOU
TTPOCTATEUETAI ATTO PN £€OUCIOdOTNUEVN TTPOCRaOT.

2TNV €¢° amooTacewg gpyacia (home office), TrpEtel va epapudlovTal KaTAAANAa JETPA QUOIKAG TTPOOTACIOG
[Mpétrel va AapBavovTtal TOKTIKA avTiypa@a ac@AAEIAS TwV KPIoINwWV 0EO0UEVWY KOl CUCTNNATWV.

[MPETTEI VO EKTTOVEITAI TAKTIKA QOKIUN ETTAVAPOPAG AVTIVPAPWY ACPAAEIOG, TTPOKEINEVOU va ETTAANBEUTEI N
TTANPNG avVAKTNOTN OEDOPEVWY KOl CUOTNHUATWV.



CgberNoegs

ack of knowledge is not the
users’ fault!

EvxapioTouve yia Tnv mpoooxn oag!




We position...
CYBER SECURITY FIRST!
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